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Your Ethical Obligations

eTop Technology

Law firms face unique cybersecurity obligations that go beyond standard business requirements.

Understanding these is the starting point for any security program.

ABA Model Rules

Rule 1.1 - Competence

Lawyers must keep abreast of
changes in technology relevant
to their practice. Competence
explicitly includes
understanding the benefits and
risks of technology.

California-Specific Obligations

Rule 1.6 - Confidentiality

Lawyers must make "reasonable
efforts" to prevent unauthorized
disclosure of or access to client
information. What's reasonable
evolves as threats evolve.

Rules 5.1 & 5.3 - Supervision

Partners must ensure the firm
has measures for compliance by
all staff and third-party service
providers.

® CA Rules of Professional Conduct Rule 1.6 mirrors ABA confidentiality requirements in California's

privacy-focused legal landscape

® CCPA/CPRA may apply if your firm's gross annual revenue exceeds $25 million or you process

significant personal information

® CA Civil Code 1798.82 requires notification to affected individuals when unencrypted personal

information is compromised

What "Reasonable Efforts" Actually Means

perfection, but it requires demonstrable, documented effort.

The Threat Landscape

Ransomware

The #1 threat for law firms.
Attackers encrypt files and
demand payment. "Double

Business Email

Compromise

Attackers spoof a partner's
email and send fraudulent wire

The ABA's formal opinions provide guidance: conduct risk assessments, implement appropriate
security measures, train staff, have an incident response plan, vet third-party providers, use
encryption for sensitive communications, and monitor for unauthorized access. None of this requires

Phishing

The primary delivery
mechanism for ransomware and
BEC. Legal-specific campaigns



extortion" groups steal data

first, then threaten to publish it.

29%

of law firms have experienced a
security breach

transfer instructions. IE firms
have lost six figures in a single
BEC attack.

$1.5M+

average ransomware recovery cost
for professional services

mimic court notices and

opposing counsel.

$4.5M

average cost of a breach involving
regulated data
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Compliance Frameworks That Apply

Beyond ethical obligations, several compliance frameworks may apply to your firm depending on

your practice areas and clients.

P

=

FTC Safeguards Rule

Applies if your firm handles
financial data (estate planning,
real estate, business law).
Requires encryption, MFA,
access controls, and continuous
monitoring.

~

HIPAA

Personal injury, medical
malpractice, and firms receiving
PHI from healthcare clients may
have obligations as a business
associate.

Your Security Roadmap

PCI-DSS

If your firm accepts credit card
payments for fees through
online portals, PCI-DSS
requirements apply to
cardholder data processing.

Based on our experience with Inland Empire law firms, here's a prioritized roadmap addressing

the biggest risks and compliance requirements.

PHASE1 = The Non-Negotiables (Weeks 1-4)

0 Deploy MFA everywhere. Email, document management, practice management software,

VPN, cloud storage. This single step eliminates the majority of credential-based attacks.

Implement EDR. Replace basic antivirus with Endpoint Detection and Response on every

workstation and laptop. EDR monitors behavior patterns and can automatically isolate

compromised devices.

Encrypt all devices. Full disk encryption on every laptop, desktop, and mobile device. This

is the difference between an inconvenience and a reportable data breach.

ransomware. Test them immediately.

PHASE 2 | Building the Foundation (Weeks 5-12)

0 Email security hardening. Advanced threat protection, impersonation detection,
DMARC/DKIM/SPF, and external email tagging.

Establish immutable backups. Configure backups that cannot be modified or deleted by



0 Network segmentation. Separate servers, workstations, guest Wi-Fi, and loT into zones to
contain the blast radius of a compromise.

0 Security awareness training. Ongoing training with monthly phishing simulations. Focus
on legal-specific scenarios: fake court notices, spoofed opposing counsel, fraudulent wire
transfers.

0 Document your policies. Information security policy, acceptable use policy, incident
response plan, and data handling procedures.
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PHASE 3 | Maturity & Monitoring (Weeks 13-24)

0 Continuous monitoring. Implement SIEM or equivalent for 24/7 visibility into your network
with alerts on suspicious activity.

o Vulnerability management. Regular vulnerability scans and annual penetration testing to
find and fix weaknesses before attackers do.

Vendor security assessments. Review security practices of cloud providers, legal
software vendors, and third parties with access to client data.

0 Incident response rehearsal. Conduct a tabletop exercise walking through a ransomware
scenario with partners, IT staff, and key administrators.

Cyber insurance review. Ensure coverage is adequate and aligned with your actual
security posture. Work with a broker who specializes in law firm coverage.

The Cost Question

For a typical Inland Empire law firm with 15 to 75 employees, a comprehensive managed security
program runs between $4,000 and $15,000 per month, depending on size and complexity.

That sounds like a lot until you compare it to the alternatives:

$1.5M+ $4.5M

malpractice claim from a breach

ransomware recovery cost breach with regulated data

Competitive Advantage

Increasingly, corporate clients ask about their law firm's cybersecurity before engaging them.
Demonstrating a mature security posture is becoming a competitive advantage. Firms that can point
to documented policies, regular assessments, and technical controls are winning business over
those that can't.




Get Your Free Assessment

We offer a security and compliance assessment specifically designed for
law firms that evaluates your environment against ABA guidelines,
applicable regulations, and current threat patterns. No cost, no obligation.

Schedule Your Assessment
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